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VHF Intruder Detection Technique:
Tests with a C-5A Aircraft

1. INTRODUCTION

A number of studies and experiments have been conductedl"1I to investi-
gate the properties of a new intruder detection technique called the Single Wire
Individual Resource Protection Sensor (SWIRPS),

The technique was developed to provide a method of protecting parked air-
craft or other high-value resources from intruders, A phenomenological
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theory5'7 was developed to describe the performance of the system, and
several mee.sux'emems4 were made to verify the validity of the basic sensor con-
cepts. However, additional measurements were deemed necessary (a) to deter-
mine the sensitivity of the system to detect aircraft and maintenance vehicles
moving near the protected aircraft, (b) to estimate the mutual interference of
adjacent systems, and (c) to determine an optimum placement of the monopole
receiving antennas under the aircraft to be protected. The report describes
measurements performed during two days near a parked C-5A aircraft at Dover
AFB, Delaware to evaluate these aspects of sensor operation.

The basic setup used in the measurements is shown in Figure 1. A low-
powe.  VHF transmitter excites a loop of leaky coaxial cable that encircles the
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Figure 1. Experimental System Layout
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aircraft, and a receiver is connected to one or more monopole antennas located
within the loop. An intruder who enters the detection zone near the leaky cable
sensor loop disturbs the ambient energy coupling between the cable and antenna.
This disturbance produces a change in the level of the received signal that is pro-
cessed and, if sufficiently large, a detection is declared to alert the security forces.

2. MEASUREMENTS

2.1 General Discussion

The experiment consisted of recording the changes in amplitude of the RF
energy coupled from the leaky coax cable to the monopole antenna as an
intruder penetrated the zone of detection. This zone is confined to the vicinity
of the cable. For most of the tests reported here, the variation in coupling was
recorded as a person walked around the aircraft, immediately adjacent to the
cable, These test walks are called "circumferential walks,"! Previous measure-
ments4 have indicated that the changes in the amplitude of the signal could be
related to the sensitivity of the system to detect radial penetrations. The system
response to a penetration along any radius, therefore, could be estimated from
the circumferential walk results. The curve shown in Figure 2 was chosen to
explain typical coupling variations measured during a circumferential walk along
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Figure 2. Variation in Received Power for a Circumferential Path (L = 152 m)
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a loop of leaky coaxial cable with no enclosed resources. Two types of periodic
variations can be seen: one is a fast variation in which the response changes -
rapidly above and below the reference level; the other is a slow modulation of the
peaks. In addition, there is a gradual attenuation in the response from 0° to 360°.
This is produced by the attenuation of the leaky coax cables which was about 2 dB/
100 ft. The fast variation is the result of the interaction of the ambient field with
the perturbing field produced by the intruder. The phase and amplitude of the
scattered field change as the intruder moves along the cable. The variation de-
oes-e o the operating frequency and the propagation veloeity of the fields on the
cai 1o, The slower variations result from the interaction of the surface wave out-
t.wv Lo the cable with the signal traveling inside the leaky coaxial cable. The
period of this oscillation depends on the relative velocities of the signal traveling
inside and of that traveling outside the cable.

The leaky coaxial cable (CERT 285, perimeter = 750 ft) which encircled C-5A
shown in Figure 3 was lying on a concrete parking ramp, just beneath the nose,
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Figure 3. Field Site Layout (Circumferential Walk Teosts)
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the tail, and the wing tips of the C-5A, RF energy (80 MHz) was fed to one end

of the cable; the other end was terminated in a matched load, The feed and load
ends were positioned within a few feet of each other to form a closed loop, This
junction marked the point from which the azimuth angle of the intruder was meas~
ured (counterclockwise). A network analyzer was used to generate the CW signal
for the leaky cable, and to receive the RF energy from the monopole antenna. The
RF signal power received from the antennas was recorded on the y-axis of a re-
corder whose x-axis was calibrated to indicate the azimuthal position of the in-
truder. The input power to the cable was 10 mW, although the power radiated by
the inefficient leaky cable was considerably less. The leaky coaxial cable to mono-
pole coupling loss ranged from 60 dB to 110 dB, with 85 dB being typical. The de-
tector bandwidth was set at 10 kHz for all reported measurements.

2.2 Antenna Location

~The 15 in. clearance between the fuselage and the parking ramp surface, when
the C-5A is in the download posiﬁdn, does not allow the placement of an approprié.te
VHF antenna under the aireraft's body., Thus, the antenna must be placed to one
side of the aircraft, This configuration shields the antenna from the intruder for
about half of the perimeter. To detect an intruder over the entire perimeter,
therefore, it was necessary to use two antennas; one on each side of the aircraft,
as shown in Figure 3,

In the first series of tests, a single monopole was placed beneath the left
wing, then beneath the right wing. Figures 4 and 5 show the SWIRPS response
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Figure 5. System Response With Single Monopole Under Right Wing

using a single monopole for a circumferential walk by a human intruder, Both
the responses show considerable regions where the amplitude of the received sig-
nal power is low due to shielding from various aircraft parts., Reference to
Figure 4 shows that the amplitude of the response remains below 1 dB between
angles of about 240° to 40°, the region where the intruder is shielded from the
monopole by the aircraft. This small response indicates that the probability of
detecting an intruder in this sector is low, Decreasing the threshold would im-
prove detection performance, but would also raise the false (nuisance) alarm rate
by making the system too sensitive in other regions of the perimeter. Measure-
ments taken with the antenna under the right wing, as shown in Figure 5, also
display the effect of shielding. Here, the weak response occurs primarily from
50° to 170°,

The system response of two coupled monopoles under both wings instead of
one monopole under either wing wae investigated. Figure 6 shows that for this
dual antenna configuration, the amplitude of the system responze was above 1 dB
for all azimuthal angles, and thus did not result in any extensive shielded zones
as in the previous two figures,

To explore the effect of eleveted antennas, the two coupled antennas were
raised 2-1/2 m from the ground without changing their location. Figure 7 shows
a marked increase in the amplitude of the response at all azimuthal angles, This
increase indicated that the threshold can be set high enough to make the system
relatively inaensitive to false alarms. The change in the reference coupling,

10
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=92 dB in Figure 7, compared to -78 dB in Figure 6, may be due to interference
of signals, Lower ambient aignals, however, have the effect of increasing the
relative reaponse observed as an intruder enters the detection area of the system,
A formal explanation of this behavior is described By Poirier,? where it is pointed
out that the greatest response occura when the power of the signal scattered by
the intruder is equal to the power of the ambient signal. It was also demonstrated
that as the signal power scattered by the (ntrudor gets larger than the ambient
signal, a shift in the uvdrage power level occurs. This behavior is evident in the
sector from 60° to 120° of Figure 7. o '

23 Zone of Detection

It was necessary to determine the responsé of the SWIR:PS to the various types
of activities that normally occur in an operational environment, This knowledge
will aid in desigmng a system for a particular zone of detection. The tesat layout
is shown in Figure 8. Two coupled antennas, raised 2-1/2 m above the ground
(one heneath each of the wings) were used as receivers.
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Figures 9, 10, and 11 show the system reaponse to a8 maxivan driven around
the perimeter at various distances from the sensor cable. Figure 9 shows that
the vehicle causes large amplitude fluctuations when it is 0. 3 m from the cable
but that the amplitude response drops sharply as seen in Figures 10 and 11 as
the separation between the cable and maxivan increases, At 3.5 m the response
remains below 1 dB for the entire perimeter except for an inoreased response, as
indicated in Figures 10 and 11, inthe region near 90° that is the result of a
distortion of the path followed by the van required by the presence of an obstruct-
ing scaffold. The van has to be driven towards the antenna for a 100 £ long seg-
ment thus making the response larger within that region. .

* To evaluate the effect on the systems response of aircraft taxiing near the

SWIRPS some additional teata were made. A system was deployed around a C-5A

aircraft (Figure 12) that was parked at right angles to the ramp leading to the run-
ways. The leaky coax was fed so that its most sensitive portion (feed) was near
the nose of the parked aircraft, Another C-SA; taxiing at its normal speed,
passed by on the ramp. The distance of closest upproach between the two aircraft
wag about 15 m and occurred when the wing tip of the moving aircraft was opposite
the nose of the parked aircraft, The taxiing aireraft caused a negligible change

in the ambient signal of the deployed system, It should be mentioned that during
these tests no interference from aircraft avionics operating in the area was
observed. o '
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2.4 Mutual Interference of Adjacent System

In practice, several systems would nortnally be deployed around adjacent
aircraft and it is necessary, therefore, to investigate the mutual coupling between
systems, Though operating frequencies of adjacent systema can be different, for
these tests a single frequency was used,

The measurement setup is shown in Figure 12, but only one monopole A3
under aircraft 2 was used as receiving element while the length of leaky coax en-
circled aircraft 1. The signal received by monopole A3 as & monopole intruder
walked around the leaky coax cable surrounding aircraft 1 was measured to deter-
mine the degree of coupling between the two systems. The signal power received
by A3 as the intruder made two "circumferential walks'' is represented in Figures
13 and 14, Figure 13 shows a region of very strong response starting at 0° and
continuing through 80°, and then a rapid drop-off in amplitude as a function of
azimuth, Within this sector a change in frequency of the fast response from 4
cycles per 30° to 10 cycles per 30° sector is also evident,

The large intruder response within this sector is due to two factors.
First, the intruder is closest to the receiving antenna A3 and second, this
segment of the cable is the most sensitive since it i8 near the feed, Else-
where, the disturbance is very weak because the cable senaitivity is decress-
ing, the distance from the intruder to the antenna i8 increasing, and the severity
of shadowing by the aircraft is increasing. Next, the feed and the load ends of the
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leaky ocable were interchmged.ﬁ The results evident in Figure 14, show a similar
but reduced response pattern since now the leaky coaxial cable segment near the
point of closest approach is near the weak end of the sensor.

8. CONCLUSIONS

The fe-ulta of these tests showed several characteriatics of the SWIRPS,

a: A single monopole used as the receiving element to protect a C-5A fails
to provide adequate circumferential detection coverage, Two coupled antennas,
however, one on each side of_ the fuselage, will give complete coverage, Further,
an increased intruder response at all angles was obgerved when the antennas were
raised above the ground,

b. As anticipated, because of the confined detection zone, peripheral activity
by maintenance vehicles does not cause false alarms. For example, a mainten~
ance maxivan caused a false alarm only when it had traveled to within less than
3 m from the cable. Additionally, aircraft (about 15 m from the cable) taxiing on
the runway ramp caused negligible effects on the received signal,

¢, Two adjacent active systems will interact, as expected, and any system
design, therefore, would incorporate provisions to prevent mutual interference.
For example, use of different subcarrier frequencies cr coherent detection
techniques in each SWIRPS would eliminate any existing mutual interference
between systems.

d, Finally, it should be emphasized that these results are valid only for
C-BA aircraft, Other aircraft or resources would probably change the specific
response, but not the overall performance of the SWIRPS,
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